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Q1

Q1 What is the maximum fine that could be levied by the ICO under the GDPR?

€20 million
or 4% of glo...
£4 million I

2% of global
turnover

0%  10% 20% 30% 40% 50% 60% T0% 0% 0% 100%




CARSON
McDOWELL

Q2

Q2 Any fine by the ICO or any other supervisory authority must be “effective, proportionate &
dissuasive”. Which of the following factors can the ICO take into account when assessing the
level of a find under GDPR?

The steps you
take to...

The degree to
which you...

Whether the
infringement...

All of the
above.
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03

Q3 Your house is broken into and an encrypted pen drive with a backup archive of some staff
personal data is taken. Do you have to report this to the ICO and tell your staff?

Yes, itisa
data breach...

Mo, you don't
even know if...

Mo, the pen
drive is...
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Q4

Q4 You come into work in June 2018 to discover you have been subject to a cyber attack.
You are told by IT that a complete set of your customer details has been replicated by the
attackers, who have been on your system for two weeks. How long do you have to report the
breach to the [CO?

You have to
report it...

You don't have
to report it

72 hours from
the time you...
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Q5

Q5 Do you have a personal data breach management plan in your organisation?

Yes

" _
Mot sure
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G D PR -Response from Insurance Market

Risk Management Advice

Provision of Insurance Protection

Management of a Major Loss / Claim
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Insurance Covers Responding to GDPR

Cyber
Crime
Directors & Officers Liability
Employment Practice Liability Professional Indemnity
Legal Expenses
Public Liability
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What Insurers would expect from you

A Correctly registered with the ICO
A Appointment of a designated person responsible for compliance with GDPR
A Education and Awareness
A Information Audit
A Policies and Procedures:
A have these been reviewed?
A are they compliant?
A have they been communicated to everyone at the organisation?
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Cyber Insurance Market Capacity

A Over 60 markets offering cyber coverage. Over $600M of capacity
Annual Premiums circa $3.5 Billion

A New capital and capacity flowing into market

A Insurers developing cover and competing for business - Insurers include

'1’0
RSA* zugCH HISCOX

. " Alianz @)
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Cyber Policy Cover

ACyber product offerings vary, no uniform terms, exclusions, conditions

ACover includes Breach Response costs, Extortion, Third Party Damages,
First Party Loss T B |, Fines.

AVariation in Limits / Deductibles

ATraditional Crime Coverage for Social Engineering is expanding

s
AlG ACE HISCOX
CyberEdge 3.0 CNA Dataguard Cyber & Data
Policy Net Protect Adva%tage Policy

Expanding Cover
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Cyber Claims and Losses

ARansomware / Extortion claims dominated 2016 & 2017 eg WannaCry

Ve

Al n s u see madclaims including Business Interruption claims

ACosts of cyber claims including forensic investigations and defending
regulatory actions & associated fines are increasing rapidly
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Insurer pay Costs /Awards

B | T Services

Data Restoration
Liability for damages
Costs of Notification TO Regulator / Data Subjects

YL

Legal Services

Own Business Interruption losses
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AIG Cyber Policy Schedule

Coverage Summary
Insured / Not Insured Limit Retention
First Response

Event Management

Data Protection & Cyber Liability
Network Interruption

OSP Network Interruption
Digital Media

Cyber Extortion

Telephone Hacking

Criminal Reward Fund
Computer Crime

Loss Prevention Services

Policy Extensions

OSP System Failure
System Failure
Electronic Data Incident

Goodwill Coupon
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Managing an Insured Event / Breach

Insured Event T Duty to notify the Regulator
Breach of Confidential Information

A
A Security Failure
A Operational Failure

Option to use own preferred legal advisor & | T suppliers - Pre Agree

Payable for 1 year / 6 months from date of notification
Payable up to the Limit Insured

Payable after the Time Deductible expires ( policy xs )
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AIG First Response i Cover for Insured Event / Breach

A Insured Event happens during period of Insurance
A Emergency number provided of Preferred Service Provider

A Immediate Access to Response Adviser i Co ordinate activity

>

AIG - Specified Law Firm T Cameron McKenna - engage with Regulator

A AIG - KPMG - Specialist Adviser including I T

Other Insurers have similar Pre Agreed Provisions

© 2016 Willis Towers Watson. All rights reserved. WillisTowersWatson Lil"I'l:l 20



A

Loss - N | - Department of Finance & Personnel

37,000 items of personal data stolen in 2009
Information included payroll, bank details, health information

Investigation by ICO

If average cost of handling subject data breach is £115 - £150 per head =

potential cost of £4.25M to £5.55M

DFP provided a Formal undertaking signed to improve security i Cost ?

Limit of Indemnity Insured needs to be adequate

© 2016 Willis Towers Watson. All rights reserved.

WillisTowers Watson Ll*"I"ll

21



Data Breaches: What to do in the event of a breach

A You need to have policies and procedures in place for dealing with identifying,
reporting and investigating a data breach

A Review the same to assess their efficacy and whether they are compliant
A Consider implementing a data breach response programme consisting of:-
A containment and recovery

A identify the nature of the breach and how it occurred and implement
preventative measures,

A assessment of ongoing risk

A what type data was breached and sensitivity of the data and who was
affected

A was the data lost or stolen and was it encrypted
A could the data subject be identified from the data
A consequences
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Data Breaches: What to do in the event of a breach cont é

A notification of breach

A notify your cyber insurers if you have such cover in place (this should
cover breach response costs)

A if the breach is as a result of a criminal activity notify this insurer (read
policy wording to see whether breach response costs are covered)

A notify your PII if third party data is breached (read policy wording to see
whether breach response costs are covered)

A ICO
A Individuals
A evaluation and response
A what security measures were implemented
A review the adequacy of staff awareness, is additional training required

A do policies and procedures need to be updated as a result of the data
breach

A prepare or update a privacy risk register
A review the efficacy of the current response plan
A debrief

© 2016 Willis Towers Watson. All rights reserved. Proprietary and Confidential. For Willis Towers Watson and Willis Towers Watson client use only. WillisTowers Watson L:1"I'll 23




Data Breaches - Reporting Obligations

A Report data breaches to the ICO if the breach is likely to result in a risk to the
rights and freedoms of an individual such as:-

A damage to reputation
A financial loss
A any other significant economic or social disadvantage

A If the breach is likely to result in a high risk to the rights and freedoms of an
individual the breach will also need to be notified directly to the individual
concerned

A Remember if not already done so report the breach to your relevant insurers

A Failure to report data breaches may result in a fine in addition to the fine for
the breach
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Data Breach - N | Department of Justice fined £185,000

A 20121 The compensation agency moved office
A Sold old Filing Cabinets at auction
A Found cabinet contained information about victims of a terrorist attack

A ICO investigation found poor instructions to staff regarding disposal of
furniture

A Pre GDPR i FINE £185,000
A ICO Fine i would currently be Insured

Similar event T post GDPR T Level of fine ? / still Insurable?
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Data Breaches i Examples action taken by ICO

A December 2017 Enforcement Notice - Secretary of State for Justice: failure
to deal with subject access requests

A November 2017 Prosecution 2 year Conditional Discharge, Payment of
Prosecution Costs and Victim Surcharge T Individual: emailing documents
containing sensitive data to home email address without business need or
consent of data controller

A Fines from £400 per offence
A Prosecution costs from £500 (£1,845.25 in this example)
A Victim Surcharge ranges from £5 to £100+

A October 2017 Voluntary Audit i Police Service of Scotland: examining
security of personal data and training and awareness and recommendations
made for areas of improvement around training refresher training, monitoring
and recording of training

A September 2017 Undertakings i Dyfed Powys Police: failure to complete
data protection training and implement a programme of refresher training

A May 2017 £100,000 Fine i Talk Talk - failure to keep customer data secure
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Data Protection Investigation Costs & Fines

A Defence cost incurred regarding a Regulatory Investigation
A Data Protection Fines imposed by Regulator (not civil / criminal fines or penalties)

A Losses from Payment Card Industry

Civil Liability

A Liability claims for damages from Civil Proceedings
U Breach of Confidential Information
U Actual or Alleged Security Failure
U Failure to notify Data Subject of disclosure of personal data
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A

A

Damages paid to Individual

Personal Information retained by Employer

HR Manager - Desk computer not secured

Unauthorised member of staff gained access

Discovered colleague was HIV Positive

Action brought by employee alleging breach of personal data

Award of £250,000 plus costs

Are your systems secure / access restricted / data encrypted ?

© 2016 Willis Towers Watson. All rights reserved.
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Morrisons - Damages paid to 5,500 Employees

A Payroll data of staff leaked by disgruntled employee of supermarket
A Posted on line

A Compensation claim brought by thousands of staff

A Alleged Identity Theft & Financial Loss

A Court Held the Employer vicariously liable for employee actions

A Information taken down quickly i £2M to tackle the Breach PI

Are your systems secure / access restricted / data encrypted ?
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Cyber Extortion

Loss by Interruption to Business & Mitigation costs following threat to
A Release or destroy Data acquired by unauthorised access to your System
A Introduce a malicious code into your system

WannaCry Ransomware virus attack
A Software locked computers of many companies and Public Bodies - NHS
A Requested digital ransom to return control to owner

A Impacted up to 150 Countries / Individual Payment request modest at
$300(£230)

Small impact to Insurance market as most victims not Insured
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Crime Insurance
Covers Theft by Employee and by Third Party

Your Computer System has not been compromised
Social Engineering from loss of or Misuse of Data

Usually by trick / impersonation - You send the money in error
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