Data Protection: No Deal Brexit Planning
Executive Summary
In the past week Carson McDowell representatives have met with officials from the UK Department of Culture, Media and Sport (“DCMS”) pressing
for clarity on the issue of Brexit and the implications for data protection. Following these discussions we have decided to write to our clients on
what we perceive to be the key issues, and where possible, propose some steps to mitigate the risks.
Businesses should be assured that against the background of considerable work being done to achieve GDPR compliance in recent months it is
likely that for most, a limited amount of remedial or corrective measures are required.
However, there are a number of key questions that each organisation should consider in light of the UK’s impending exit from the EU. The
principal concern is international data transfers. In the event of a no deal scenario, businesses operating on a cross border basis may have to
introduce additional safeguards for data transfers between the EU and the UK, whether that be intra-group or from cross border transactions with
European suppliers or customers. As at the time of writing there is little guidance on the matter other than to assume the UK would be treated as
a “third country” for EU GDPR purposes in the event of no deal, and therefore the current rules for transfers to a third country would apply. As a
result, we are encouraging clients to scale up their efforts in evaluating the risks that Brexit poses to the current free flow of data between the
UK, Ireland, the rest of the EEA and beyond.
Conversely, however, the UK government has stated that it will transitionally recognise all EEA states, EU and EEA institutions, and Gibraltar as
providing an adequate level of protection for personal data. This means that personal data can continue to flow from the UK following Brexit.
What is more, the UK government has confirmed that where the EU has made an adequacy decision in respect of a country or territory outside
of the EU prior to Brexit, the UK government intends to preserve the effect of these decisions on a transitional basis, permitting transfers from
the UK organisations to those “adequate countries” including Andorra, Argentina, Canada (commercial organisations), Faroe Islands, Guernsey,
Israel, Isle of Man, Jersey, New Zealand, Switzerland, Uruguay and the United States of America (limited to what is known as the “Privacy Shield”
framework).
Other issues that require some consideration include whether internal policies and procedures and/or privacy notices require amending or
updating in light of Brexit. As noted below, we do not envisage that this will be a material concern for most businesses that have taken a diligent
approach to date.
We will continue to monitor this critical area for business organisations, and to this end we would highlight that the issues raised in this note may
need to be considered on a case by case basis and should be subject to review as and when further guidance is released from the relevant
supervisory authorities.

The Background
The UK Data Protection Act 2018 (“DPA 2018”), implemented GDPR standards across all general data processing. DPA 2018 will remain in
place regardless of Brexit. The good news is therefore that there will not be any substantive changes to the data protection rules that companies
must follow, at least in the short term.
However, the extent of the impact of Brexit on data protection regulation in the immediate term hinges on whether the much talked about
withdrawal agreement and proposed transitional arrangements are ratified prior to exit day.
If they are, the UK will still leave the EU but EU law (including GDPR) would continue to apply during the transition period. In absence of such an
agreement, the UK will, as noted, become a “third country” for GDPR purposes following exit day.
According to current UK government guidance from DCMS the current practice of permitting data to flow freely from the UK to the EU would
continue, subject to review. However, the key risk is for data flows in the opposite direction – from the EU into the UK. If the UK becomes an EU
third country, there are a number of mechanisms available to facilitate such transfers, and the least disruptive mechanism is the granting of
“adequacy” status to the UK.
In general terms, current rules provide that where the EU determines that a third country has adequate levels of protection and the level of data
protection is deemed to be essentially equivalent to that of the EU, transfers of personal data may be made to that country without the need to
implement any further safeguards. The UK government has pressed the EU Commission to provide an adequacy decision as soon as possible
but the Commission has indicated that the decision on adequacy will not be made until the UK is a third country.
Implications for Data Transfers in Absence of a Transition Period or an Adequacy Decision
In the immediate term, in absence of a transition period or an adequacy decision there would arguably be a disproportionate impact on businesses
that are suppliers to an EU customer base and require personal data of EU individuals to be processed in the UK.
We are advising clients to review their data flows and supply chain to determine whether this might be an issue. The next step is then to review
the contractual framework to determine what terms are incorporated as regards the processing of data.
It may be the case that an underlying agreement (data transfer agreement) will require the supplier to keep data within the EU or not to transfer
data outside the EU without the prior consent of the customer. A supplier should review what safeguards are in place (if any) which could pre
authorise data transfers.

The most common and relevant safeguards in absence of adequacy are the “standard contractual clauses” (“Model Clauses”). These are model
data protection clauses that have been approved by the European Commission and enable the free flow of personal data when embedded in a
contract. The clauses contain contractual obligations on a UK supplier and their EU counterparts, and rights for the individuals whose personal
data is transferred. In certain circumstances, EU counterparts may alternatively be able to rely on a derogation to transfer personal data. These
derogations allow for the transfer of personal data to third countries without an adequacy decision, for example when the data transfer is necessary
for the performance of a contract with a data subject or where the data subject has explicitly consented to the proposed transfer. Derogations,
however, must be interpreted restrictively and relate to processing activities that are occasional and non-repetitive.
We strongly advise that clients therefore identify what processing activities involve any transfer of personal data between the EEA and the UK
and to the greatest extent possible, prepare to have compliant transfer mechanisms prior to exit day.
Do businesses need to consider taking any action in respect of intra-group international data transfers?
Many large businesses, which are established in or have operations within and outside the EU, are likely already to have in place some form of
intra-group data sharing agreement, incorporating Model Clauses, to cover data transfers between the EU and third countries who do not have
adequacy status. Depending on the type of Model Clauses used it will depend on the terms whether they automatically extend to EU to UK
transfers on exit day.
Alternatively EU personal data may be transferred freely to an organisation which has secured the approval of its Binding Corporate Rules
(“BCRs”) of the relevant data protection regulator(s), such as the ICO in the UK or the Data Protection Commission in Ireland. BCRs allow
organisations with operations in non-EU/EEA countries to transfer personal data internationally within the same corporate group. However, there
is a limited number of companies which have obtained approval by EU data protection regulators and it is a time consuming process. A new onestop-shop approval system is now in place for multinationals that have their main establishment in one EU country, but even with these
improvements, it is unlikely that the requisite BCR approvals with European supervisory authorities could be obtained prior to 29th March 2019.
What is more, in the event of a hard Brexit the ICO would not be able to participate in the OSS mechanism, as discussed further below.
What about internal data protection policies and procedures?
For most companies that have taken a diligent approach to the introduction of GDPR, Brexit is unlikely to require any material changes to internal
policies and procedures, given that the UK data protection regime is unlikely to change significantly in the short to medium term relative to EU
GDPR. That said, if Brexit necessitates changes to external approaches on GDPR, this may need to be reflected in internal policies and
procedures.

Will Brexit impact on relationships with the Information Commissioner’s Office (“ICO”)?
If a business has a main EU establishment in the UK, where the ICO is currently identified as the lead supervisory authority, consideration should
be given to whether an alternative lead supervisory authority, such as the Data Protection Commission in Ireland can be identified for post Brexit
data protection compliance, in order to take advantage of the OSS discussed above in relation to processing within the EU.
For some organisations that have their headquarters located in the UK, they may find that they do not have a ‘main establishment’ within the EU,
or that they only have another main establishment for specific and limited cross-border processing activities, so the option of ‘migrating’ to another
lead supervisory authority may simply not be available. This may necessitate restructuring but depends on practical questions of cost and
corporate planning in the round.
Is it necessary to relocate a Data Protection Officer (“DPO”)?
GDPR is silent as to where a DPO should be based other than to say that any DPO “must be easily accessible” from each establishment for
which it is the appointed representative. Therefore it seems that if an organisation has located a DPO, for UK and EU undertakings, in the UK,
on the current rules Brexit will not have any impact.
Are any changes required to Privacy Notices?
Again, diligent organisations with up to date privacy notices are unlikely to need to amend their notices. However, changes may be required to
reflect any changes in approaches to international transfers or to update references to laws or terminology which may change as a result of
Brexit, such as “Union law”.
Further Information
We trust this note is helpful in a challenging time of uncertainty. We believe we are best placed to assist with Brexit planning, including but not
limited to data protection issues therefore please do not hesitate to get in touch if you require any such assistance.
Email: brexit@carson-mcdowell.com
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